NepaliPay Security Overview

NepaliPay is committed to maintaining strong security practices for the protection of
consumer financial data.

Core Security Controls

¢ Role-based access control and least privilege

¢ Centralized identity management for administrative access
e Multi-factor authentication for administrative access

e TLS encryption in transit

e Encryption at rest where supported

e Managed cloud infrastructure and provider security controls
e Access logging and monitoring where supported

¢ Risk-based vulnerability management

For security inquiries, contact security@nepalipay.com .
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